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1. Acronyms

AEGL: Acute Emergency Guidance Levels

ALARA: As Low As Reasonably Achievable

ALARP: As Low AS Reasonably Practicable

AN: Ammonium Nitrate

ARAMIS: Accidental Risk Assessment Methodology for IndustrieS

AZF: Azote de France

BEVI: Besluit externe veiligheid inrichtingen (Dutch), Dutch Public Safety Decree

BLEVE: Boiling Liquid Expanding Vapour Explosion

BRZO: Besluit Risico Zware Ongevallen (Dutch), Dutch Major Hazards Decree

CBRN: Chemical, Biological, Radiological and Nuclear

CCPS: Centre for Chemical Process Safety

CD: Consultation Distance

CDCIR: Community Documentation Centre on Industrial Risk

CLIC: Les Comités Locaux d'Information et de Concertation (French), Local
Information and Dialogue Committees

CPM: Chances Per Million per year

CTR: Regional Technical Committees

DPZ: Development Proximity Zone
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EEA: European Environment Agency

ERPG: Emergency Response Planning Guidelines

ETA: Euskadi Ta Askatasuna (Basque), Basque Fatherland and Liberty

ETPIS: European Technological Platform on Industrial Safety

EWGLUP: European Working Group on Land Use Planning

GIS: Geographic Information System

HSE: Health and Safety Executive

IDLH: Immediately Dangerous for Life and Health

JRC: Joint Research Center

KAS: Kommission für Anlagensicherheit (German), Commission on Process
Safety

LOPA: Layer of Protection Analysis

LPG: Liquefied Petroleum Gas

LUP: Land Use Planning

LUPACS: Land Use Planning Around Chemical Sites

MAHB: Major Accidents Hazards Bureau

MARS: Major Accident Reporting System

MIC: Methylisocyanate

MITRA: Monitoring and risk management for the transportation of hazardous
goods

NIOSH: National Institute for Occupational Safety and Health
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PA: Planning Authorities

PADHI: Planning Advice for Developments near Hazardous Installations

PPRT: Prévention des Risques Psychosociaux au Travail (French), 
Technological Risk Prevention Plans

PRA: Probabilistic Risk Assessment 

PSA: Probabilistic Safety Analysis

QRA: Quantitative Risk Assessment 

RISKCOM: Risk communication

SFK: StörFallKommission (German), Major Hazard Commission

TAA: Technischer Ausschuss Für Anlagensicherheit (German), Technical
Committee for Plant Safety

UCIL: Union Carbide India Limited

VROM: Volkshuisvesting, Ruimtelijke Ordening en Milieubeheer (Dutch), Spatial
Planning, Housing & Environment Ministry

ZEMA: Zentrale Melde -und- Auswertestelle für Störfälle und Störungen in
verfahrenstechnischen Anlagen (German), Central Reporting and Evaluation Office for
Hazardous Incidents and Incidents in Process Engineering Facilities
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2. Preface

2.1 Introduction

The aim of this book is to survey on different Land Use Planning and safety
approaches in vicinity of industrial plants. As this research is associated with three broad
fields of Land Use Planning, safety and security, the set principle is to avoid unnecessary
and over detailed information, but including the useful ones to provide a comprehensive
resource which can be applicable for several purposes. Besides, the proposed method, 
which is explained in Chapter 7, can initiate a new field for future of Land Use Planning in
vicinity of industrial plants.   

 In Chapter 1, the most common acronyms which are being used in Land Use
Planning and Safety and mentioned throughout the report are explained.  

 In Chapter 2, the origin, the motivation and the need for doing this project are
explained in addition to the limitations that existed for doing this survey. 

phenomenological issues (Fire, Explosion and Toxic release) and their different types are
fully explained. At last, Vulnerability and the damage of hazardous accidents are
described. 

 In Chapter 4, different methods of risk assessment are completely explained. 
This consists of Risk based approache which is quantitative and probalistic and
Consequence based approach which is effects based and deterministic. This chapter

recommendation about the scenario selection as well. The mathematical modelling of 
accidents is also illustrated in this chapter. 

 In Chapter 5, four case studies are investigated which are the main industrial
disasters in last decades. These case studies include Bhopal (India), Bouncefield (United
Kingdom), Enschede (Netherlands) and Toulouse (France). The selection of these case
studies are based on different initial causes of those disasters and the magnitude of 
accidents. 
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 In Chapter 6, The state of the art in Europe is investigated. By researching
among all European countries, five countries of France, Germany, Italy, The Netherland
and The United Kingdom were selected as top leading countries in this area. The

regulations and finding the used method among the method already described in chapter
5.

 In Chapter 7, first an overall overview and comparison between different 
European countries are performed and then the proposed method, which is called S&S
method, is explained. At final, the conclusion and future work is described.  

2.2 Motivation and objective

Major accidents in industrial plants have occured world-wide. In Europe, following
the Seveso accident (Seveso, Italy) in 1976 prompted the adoption of legislation aimed at 
the prevention and control of such accidents. In 1982, the first EU Directive 82/501/EEC, 
so-called Seveso Directive, was adopted. On 9 December 1996, the Seveso Directive
was replaced by Council Directive 96/82/EC, so-called Seveso II Directive. This directive
was extended by the Directive 2003/105/EC. The Seveso II Directive applies to some
thousands of industrial establishments where dangerous substances are present in
quantities exceeding the thresholds in the directive.  

The Seveso II Directive consists of 26 articles and 6 annexes. The aim of 
establishing Seveso II Directive s written in Article 1, is to prevent major accidents
involving dangerous substances, limiting the consequences of accidents and providing
high level of protection for man and the environment throughout the community. The
Article 12 of Seveso II Directive dedicates to Land Use Planning in vicinity of industrial
plants which is the topic of this research as well. 

Different approaches were developed by the Member States of the European
Union in order to implement this aspect of the Directive. However, most members have
developed their own methodological and procedural approach without any reference to
common guiding princip a
strictly national character.  

This project firstly intoruduces the basics and fundamentals of risk and Land Use
Planning and different methods of risk assessment used in European countries. Then it 
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focuses on the state of the art and pioneer countries in this area and at final proposes a
new method for LUP in vicinity of industrial in neutral legal framework.

Although there are several publications written in different countries about their
regulations on LUP in vicinity of industrial plants, but there are very few articles which
consider state of the art methods in European Union. This book would be very useful for
the authorities who intend to develop or modify regulations, especially by considering the
proposed method which will be explained in chapter 07.  

2.3 Delimitations

Unquestionably this researcg is limited by some delimitations which should be
mentioned. Investigating different methods performed by different European countries
rquired reading different publications. Unfortunately, many of these publications are not
written in English and it was one of the main problems of this research. Although the
author tried not using translated resources as much as possible, but sometimes using
translated articles was unavoidable. Besides, It must also be mentioned that when it
comes to serveying on state of the art methods, normally most of the experts are
reluctant or prohibited to publish their new achievements.  
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3. Land Use Planning and Phenomenological 
issues

3.1 Land Use Planning

surveyed from technical point of view: 

Land: Land is defined as the surface of the solid Earth, together with superficial
vegetation cover, built features and associated water surfaces, both freshwater and
marine. 

Land Use: Land Use describes the land surface from the social perspective; it is
characterised by some identifiable purpose, or purposes, in using it to produce or
achieve tangible or intangible products or benefits. 

Planning: Planning is the exercise of foresight, systematically examining
alternative proposals for action to attain specific goals and objectives. It includes the
description of the desired future state of affairs and of the actions needed to bring about 
this state. 

Land use planning (in general): The systematic assessment of land and water
potential, alternative patterns of land use and other physical, social and economic
conditions, for the purpose of selecting and adopting land-use options that are most 
beneficial to land users without degrading the resources or the environment, together
with the selection of measures most likely to encourage such land uses. Land-use
planning may be at international, national, district or local levels. It includes participation
by land users, planners and decision-makers and covers educational, legal, fiscal and
financial measures. 

Land use planning (specifically in the Seveso II context) : A range of activities
from procedures to administrative or governmental provisions to accomplish a steering of 
the allocation of land use with the aim to achieve a zoning for the land around a Seveso
establishments that complies with the requirements of the Article 12. 
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Zoning: In the context of land use planning, it is a term that indicates the
regulation of the uses of land by defining certain categories of homogenous (allowed)

[14] 

The article 12 of Seveso II Directive belongs to Land Use Planning and includes following
parts: 

ll ensure that the objectives of preventing major accidents and
limiting the consequences of such accidents are taken into account in their land use
policies and/or other relevant policies. They shall pursue those objectives through
controls on: 

a) The siting of new establishments

b) Modifications to existing establishments covered by Article 10

c) New developments such as transport links, locations frequented by the public and
residential areas in the vicinity of existing establishments, where the siting or
developments are such as to increase the risk or consequences of a major accident.  

Member States shall ensure that their land-use and/or other relevant policies and the
procedures for implementing those policies take account of the need, in the long term, to
maintain appropriate distances between establishments covered by this Directive and
residential areas, areas of public use and areas of particular natural sensitivity or interest, 
and, in the case of existing establishments, of the need for additional technical measures
in accordance with Article 5 so as not to increase the risks to people. 

2. Member States shall ensure that all competent authorities and planning authorities
responsible for decisions in this area set up appropriate consultation procedures to
facilitate implementation of the policies established under paragraph 1. The procedures
shall be designed to ensure that technical advice on the risks arising from the
establishment is available, either on a case-by-case or on a generic basis, when
d [25] 

In Land Use Planning activities, choosing an appropriate approach depends on the
availability of resources and also complexity of the situation. It also must be noticed that 
for most of surveyed cases, the authorities who were responsible for implementing of the

officials. there is always gap between different responsible people including engineers
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who are working in risk analysis field and geogrophical planners. This gap is normally
due to different reasons such as translation difficulties. In adaption of risk analysis
methods in LUP, there are two main decision which are choosing the category of 
approaches and also the method adapted within the category. [15] 

There are numerous groups and organizations working in LUP and industrial risk
management in Europe. Joint Research Centre is a working group in Ispra, Italy which
has published several publications for LUP and Industrial safety. Some of the existing
European projects in this area are: 

-Use Planning Around Chemical Sites.

TRUSTNET-IN-ACTION: Inclusive risk governance around industrial facilities.

RISKCOM: Risk communication. Leonardo da Vinci programme.

MITRA: Monitoring and risk management for the transportation of hazardous
goods.

[19]

There are different steps in LUP methodology which are summarized in Figure 1. 

Figure 1. Steps of Land Use Planning methodology [16] 
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3.2 Phenomenological issues  

Major accidents normally occurs due to uncontrolled developments and result in
danger for human helth and/or the environment. This damage can be inside or outside
the plant (On-site or Off-site), immediate or with delay, including one or more hazardous
materials, in industrial plants or during transporation and releasing considerable amount 
of energy instantaneously or in a short time. Normally major accidents are connected to
one or more dangerous phenomenon including thermal radiation, mechanical (blast) and
chemical (toxic release). Phenomenological issues also deals a lot with the term Hazard
which defines

  

The three main phenomenon that result in major accidents are fire, explosion or
toxic release (atmospheric despersion of hazardous materials). Normally all major
accident are because of one or more than one of these phenomenon. Regarding the
statistics, 47% of major accidents in process plants and in the transportation of 
hazardous materials are due to fires, 40% because of explosions and 13% due to gas
clouds.  

which is contained inside a tank or pipe or etc. exit to the atmosphere because of a hole, 
crack, open valve or other kind of openings which is orignited by a human error, 
mechanical impact or etc. Sometimes, this loss of containment itself can be a major
accident. For instance, a loss of containment in a pressurized tank would end to an
explosion and an accident. After occurance of loss of containment, its consequences will
depend on several factors. Condition of material, properties of material, meterological
conditions are such examples. [17] 

The safety barrier failures can be devided into two categories:  

1) Equipment failures:

to adapot a failure rates from one industry to another. Table 1 shows different 
probabilities of failures for sensors in different literatures. 
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2) Human failures:

However, due to the different factors associated with such failures, assessment of 
human failures is harder than eqipment failures. plete
the task, adequacy of procedure, experinece of operator, environmental conditions, 

Normally in safety reports the rate of human failures is considered between 10-1/year and
10-3/year. [12] 

3.2.1 Fire

As Figure 2 shows fire accidents can be classified into the following general categories: 

I. Pool fires: Steady state combustion of a pool of flammable liquid (usually a
hydrocarbon) with a given size and shape, determined by the presence of a dike
or by the ground slope; most pool fires occur in the open air. Combustion is poor
and large amounts of black smoke are released. Large pool fires are turbulent 
with variable flame length (intermittency). A pool fire can also take place when a
flammable, non-miscible liquid is spilled on water. 

II. Tank fires: Similar to pool fires but usually with a circular shape, where the
diameter is determined by the tank size; the flames are located at a certain height 
above the ground. 

III. Jet fires: Steady state turbulent diffusion flames with a large length/diameter ratio, 
caused by the ignition of a turbulent jet of flammable gas or vapour. The
entrainment of air into the flame improves the combustion, which is much more

Table 1. Different probabilities for failure of sensors in different literatures [12]
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efficient than in pool fires. The shape and position of the jet is mainly determined
by the jet velocity influence (particularly in the case of high-speed jets) and
buoyancy effects are observed at the jet fire tip. 

IV. Pool fires: tank fires and jet fires can produce very high heat fluxes, although this
effect is limited to a relatively short distance that is much shorter than those
associated with explosions or the atmospheric dispersion of pollutants. However, 
other equipment within this area may be severely damaged by the fire. 

V. Flash fires: These are sudden, intense fires in which flames propagate through a
mixture of air and flammable gas or vapour within the flammability limits. They are
associated with the atmospheric dispersion of gas/vapour under certain
meteorological conditions: when the cloud meets an ignition source, the flame
propagates through the flammable mixture. In certain conditions, mechanical
effects (blast) can also occur. If the vapour comes from a liquid pool the flash fire
will lead to a pool fire.  

VI. Fireballs: Ignition of a mass of liquid/vapour mixture that is typically associated
with the explosion of a vessel containing a superheated flammable liquid. Since
there is no oxygen inside the cloud the fire only burns on the outside of the
fireball. As droplets evaporate due to the strong thermal radiation, the density of 
the mixture decreases and the diameter of the fireball increases. Large (but short 
duration) fireballs can also occur in tank fires in the event of a boilover. [17] 

Figure 2. Accidents involving fire [17] 
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3.2.2 Explosion

Explosions are associated with major accidents involving mechanical
phenomena. Explosions occur when there is a rapid increase in volume due to the
expansion of a pressurized gas or vapour, the sudden vaporization of a liquid (physical
explosions), or a fast chemical reaction (often combustion). Figure 3 shows the different 
types of explosion. Generally Explosions can be classified into the following categories: 

I. Vapour cloud explosions: Chemical explosions involving a significant 
amount of a flammable gas or vapour mixed with air. They are usually associated
with the release of flammable liquids or vapour-liquid mixtures. A vapour cloud
explosion is always accompanied by a flash fire and the severity of the
mechanical effects (blast) is determined by the mass involved and the
characteristics of the environment (confinement/congestion): we can consider
confined, partly confined and unconfined explosions. 

II. Vessel explosions and BLEVEs: Physical explosions caused by the
sudden failure of a vessel containing a pressurized gas or superheated liquid (i.e. 
a liquid at a temperature that is significantly higher than its boiling point at 
atmospheric pressure) in equilibrium with its vapour. Under certain conditions
(currently under discussion) this type of explosion may be referred to as a BLEVE
(Boiling Liquid Expanding Vapour Explosion).  

III. Dust explosions: When finely divided oxidizable particulate solids (such as
flour, sugar, cork, aluminium, aspirin and coal) undergo very fast combustion
when dispersed in air, which causes severe explosions. Dust explosions are
determined by particle size and solid concentration in air and are very difficult to
model. They occur in confined environments, commonly inside equipment (silos, 
cyclones). An initial explosion often generates strong turbulence which disperses
a large amount of dust; it is then followed by a second, much stronger explosion.
[17] 
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3.2.3 Toxic release

Toxic cloud , as the name shows, occurs because of release a hazardous
material. The speed of release depends on the density of cloud and
equal, or lighter than air and also on the meteorological conditions. The cloud may
dispersed fast or evolves close to the ground and moves at wind speed. [17] 

The effects of toxic release are not constant and depend on many factors: 

Countries with existing concepts only agree one threshold, which is the level
corresponding to the start of the certain effects (for example irreversible health effect).  

There are various exposure guidelines; the selection of one of them based on
scientific expertise is difficult 

Each source guideline covers only a limited number of substances. 

The effects of toxic substances on humans are in some cases related to the dose
and not to a given concentration. 

Figure 3. Types of explosions [17] 
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The dose may depend not only on the concentration value and the exposure time
but also on other parameters which depend on the substance and may be unknown. 

The effects on exposed persons is greatly affected by their health condition, age, 
etc

Nowadays, there are 3 main databes for toxic effects which are widely used: 

IDLH (Immediately Dangerous for Life and Health): which is defined by NIOSH
(National Institute for Occupational Safety and Health, USA) and focused on 30 minutes
period of exposure. 

ERPG (Emergency Response Planning Guidelines): which is defined by
American Industrial Hygiene Association and focused on 1 hour period of exposure. This
guideline includes 3-tiered ERPG-1, ERPG-2 and ERPG-3.

AEGL (Acute Emergency Guidance Levels): which considers sensitive individuals
and are meant to protect nearly all people. This guideline also consists of 3-tiered AEGL-
1, AEGL-2 and AEGL-3. [15] 

3.3 Vulnerability and Damage

3.3.1 Vulnerability

Although the Vulnerability is being used a lot in different European approaches, 
there is no common definition of this term. Regarding EEA (European Environment 
Agency) glossary, vulnerable refers to he degree to which a systems is susceptible to, 
and unable to cope with, injury damage or harm Therefore, to adapt this definition into
the context of Seveso II the system which involvement in a given scenario
will lead to its injury (human system) or damage (natural and built environment 
systems).   

It must be noted that 
whereas the criteria in the

Netherlands are the end of the discussion, in the United Kingdom they are the starting
point
(As Low As Reasonably Achievable) are not synonyms. As it mentioned, this difference
originates from different approaches exist in different countries. 
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Vulnerable objects can be classified into following categories: 

Residential areas

Buildings and area of public use

Major transport routes

Recreational areas

Natural areas

Areas of particular sensitivity or interest 

Essential functions (water supply, water purification, sewerage energy supply)
[15] 

3.3.2 Endpoints

Endpoint are divided into two categories: Fixed endpoints which in which the
threshold characterizes one specific level of harm for any single
which consider a certain percentage of damage or harm in a number of recipients
and take account of exposure time Table 2 shows an example of endpoint values for

thermal radiation and overpressure. 

3.3.3. Damage

Generally, major accidents would affect following categories:  

Table 2. An example of endpoint values [15] 
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- People: Human consequences can be both physical (such as fatalities or injuries)
and also psychological. Besides, the people who are arrected may be from the people of 
that specific establishment (On site)or external population(Off site)

- Material: This part normally includes all financial losses because of destruction of 
equipments. 

- Environmental: This section is due to the release of dangerous substances into
the atmosphere, water or soil. The environment is polluted in almost all types of accident. 

- Indirect losses: this part includes indirect consequences such as loss of profits for
that establishment. Depending on the required time to resume normal activity, the
amount of these losses varies. 

Figure 4 shows these categories with some examples of each. 

The magnitude of the accident will depend on various parameters: 

Inventory: The mass or energy directly involved in an accident is proportional to
the amount of material present in the plant in which the accident takes place, which is

Figure 4. Potential damage derived from major accidents [17] 
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why it is always a positive safety measure to reduce hazardous material inventories (this
was one of the lessons learnt from the accidents in Flixborough and Bhopal). 

Energy: The magnitude of the consequences of an accident is proportional to the
amount of energy contained in a system (pressure energy, heat of combustion). 

Time: The magnitude of the consequences is inversely proportional to the time
during which a given amount of energy or hazardous material is released: the intensity of 
the phenomenon at a given distance will be higher and the possibility of escape will
decrease.  

Exposure: The degree of exposure can have a considerable effect on the
consequences of an accident on people in the vicinity. For example, a building can
provide very efficient protection against a toxic release and being inside a car can protect 
against the thermal radiation from a flash fire (if the car is not engulfed by the fire). 
Exposure is also related to the distance between the population and the source of the
accident. If there is a reasonable distance, the intensity of the effects that reach people in
the vicinity will be much lower than if the population is located close to the plant. This was
a key factor in the severity of the consequences of major accidents such as those
happened at San Juan Ixhuatepec (Mexico) and Bhopal (India) in 1984

Figure 5 , which is called P-N curve, shows how dangerous are different accidents
regarding the number of fetalities. As it clears, most of serious effects for people are from
firstly explosions, then fires and at last toxic releases. 
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The area potentially affected by an accident can be divided into different zones
according to the type of hazard (chemical, mechanical or thermal), the intensity of the
effects and the vulnerability of people and property.The following types of zone are often
considered:  

 Intervention Zone (IZ): accidents involve a degree of damage which warrants the
immediate application of protective measures.  

Alert Zone (AZ): accidents involve effects that, although perceptible by the
population, do not justify intervention, except in order to protect critical groups of people.  

Domino Effect Zone (DZ): zones in which potential accident propagation must be
considered. [17] 

Figure 5. P-N curve as a function of the hazard category of the substance [17] 
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4. Methods of risk assessments

4.1 Introduction

elines on LUP in vicinity of 
hazardous industrial developments. However, In the recent years, different methods and
have been developed in European countries, fulfilling the SEVESO II requirements.
Generally, two methodologies are being used for LUP: 1) consequence-based and 2)
risk-based approach. A number of other methods have also been developed, which are
mainly a combination or a derivative of these two main methodologies. [16] 

In general

of both consequences and probabilities of occurrence of the possible event 
scenarios.There is also another common method that may be considered as sub-
catagory of Consequence oriented method or it itself can be distinguished as third
approach which involves
type of the activity. [14][15] 

4.2 Risk based / Quantitative /  Probabilistic approach

Various other names have been used for characterizing the risk assessment 
method implied by this approach, such as Probabilistic Risk Assessment (PRA), 
Probabilistic Safety Analysis (PSA), and Quantitative Risk Assessment (QRA). The
purpose here is not only to evaluate the severity of the potential accidents, but also to
estimate the likelihood of their occurrence. In general, the methods use sophisticated
tools and consequently more time-consuming and more expensive. Criticism has also
been expressed on the uncertainties associated, such as those related to the
frequencies of occurrence assigned to some initiating events. Table 3 summerizes the
benefits and limits of Quantitative approach.  
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In this kind of approach, essential steps of the decision-making are listed in the
following:

The fundamental decision to perform a risk-oriented method must be followed by

certain pre- amount of data
and preparation which may not be justified and is thus relatively rare). 

 In the latter case the decision must comprise and define the limiting conditions of 
the pre-selection

The next decision step concerns the exact methodology of the chosen options

-
and/or agreed failure frequency data

Depending on the hazard assessment methodology decision a set of scenarios
has to be defined

The scenarios are the source for a modelling of consequences

For the modelling relevant population and environmental data are required

The consequence assessment requires effect endpoints

Table 3. Benefits and limits of Quantitative approach [12] 



24

The final result is expressed in numerical risk values and compared with
predetermined risk figures which are set by the responsible authority

The status of the endpoints and the risk values must be

In some classifications, there is also another method which is called semi-
quantitative approach which splits the main elements (likelihood of occurrence, 
consequences) into two different options of description, qualitative or quantitative.  The
first assessment result is a list of pre- -
is not carried out in this approach). Table 4 shows some benefits and also limitations of 
Semi-Quantitative method.  

The risk-oriented part, if quantitative, requires a database for failure frequencies
or consequences in numerical terms. The assessment outcome may be expressed in the
form of an effect calculation. This may entail also the necessary input of population and
environmental data and the decision on the status of the effect endpoints. The other form
of measure could be a qualitative one for the severity of the consequences, thus
combining a quantitative occurrence axis with a qualitative consequence measure. 
Besides the splitting up in the first step of the decision scheme the requirements are the
same as in the case of the other methods." [15] 

Normally in this approach two aspects of risk are calculated: 

1. Individual risk:  

Probability of fetality because of an accident for an individual being at a specific point.
This is normally being visualized by Isorisk curves. Individual risk depends one the
geographic location, regardless of if people are present there or not and visualized by

Table 4. Benefits and limits of Semi-Quantitative method [12] 
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iso-risk contours. Figure 6 shows an example of individual iso-risk contours for a
geographic location. 

2. Societal risk:  

Different groups of people for them the probability of happening fetal accident is
greater or equal to a specific curve. Unlike the individual risk, societal ris
depends on location, but associated with the people who would be affected by probable
accident. Societal risk is usually expressed as the annual chance of harming a certain
number of people. In simple terms, societal risk reflects the catastrophic potential of the
major hazard site. This is normally being visualized by F- Figure
7. In F-
people killed due to a major accident at the establishment. Thus, if no people are present 
around the hazardous activity, the societal risk is nil, whereas the individual risk may well

[14][21][24] 

Broadly speaking, there are three types of societal risk:

I. National Societal Risk:  The risk to the nation as a whole from a particular type of 
activity (e.g. nuclear power, or the transport of dangerous goods). 

II. Local Societal Risk:  The risk to a localised population from a particular type of 
activity (e.g. the risk to the population of a town near a heavily industrialised area where
a number of major hazards are present). 

III. Case Societal Risk: The risk at a particular location or from a particular activity
(e.g.  the risk to persons who would be present at a proposed shopping centre in the
vicinity of an existing major hazard, or the risks to an existing population from a proposed
major hazard). [24] 
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Figure 6. Individual iso-risk contours on a geographic map [29] 
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4.3 Consequence based / Effects based / Deterministic
approach

which also may called deterministic or
effects based approach) is based on the assessment of the consequences from the
conceivable accidents. this method
accident, but evaluates the scope of the accident, and not the likelihood of its

Figure 7. F-N curve for sample major hazard installation [24] 
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occurrence. Normally this method is being criticized because of the difficulty in selection
of basic accidents.  

As it already mentioned, there is also Generic safety distance approach which
may be distinguished as sub-catagory of Consequence based method which seperates
incompatible lands by seperation distances. The distance depends on several factors
such as the type of activity in that establishment, the amount and type of hazardous
materials and also different countries. In ordet to appy this apprach there are several
tables w have developed by different authoritires. However, for large chemical plants,
due to the complexity of the site, this approach would not work. In these cases, the risk
parameters for the establishment are being calculated specifically. [14][21] 

Differing from the probabilistic case, the consequence-oriented approach
requires a limited number of decisions. First of all, a different definition of risk underlines

frequencies of events is not explicit, i.e. is not a numerical factor but an orienting criterion
for the selection of scenarios. Step-by-step decisions for the adoption of this approach
are, consequently: 

At first, the definition of pre-selected scenarios and the underlying conditions for
the preselection (usually, a qualitative likelihood determination based on historical
failures, best practice prevention, control and mitigation measures or a purely
conventional one)

Based on these scenarios, a modelling of consequences, for which

necessary

The status of the endpoints target or legally binding- must be also defined

 the measure for the tolerability of the calculated consequences/effects could be a
qualitative severity ranking or a comparison with threshold figures. 

preliminary step on the categories of application and a conclusion on the status of the
generic distances calculated by the categorized consequence assessment. [15] 
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4.4 Risk

precisely. One of the currently accepted definition of risk is as Equation 1: 

Risk = Frequency * Magnitude of consequences

Although the definition of risk seems convenient, but 

by number of fetalities or money per unit time. The assessment of consequences of 
y difficult to survey about the injuries or environment 

damage. Therefore, defininf the frequency and alos magnitude of consequences are also
difficult. However, by using appropriate methods the final risk can be estimated. 

In risk analysis, rate that 

and direction and etc. Hence, the final risk is more estimated rather than calculated. 

Since there are various types of risk they can be classified according to different 
criteria. Generally speaking, risks can be classified into three categories: 

Category A risks: those that are unavoidable and accepted without any
compensation (for example, the risk of death caused by lightning). 

Category B risks: those that are, strictly speaking, avoidable but which must be
considered unavoidable in everyday life (for example, the risk of dying in a traffic
accident). 

Category C risks: those that are clearly avoidable but to which people expose
themselves because they can be rewarding (for example, climbing or canoeing).

For industrial activities, risks are usually classified into three further categories: 

Conventional risks: those related to activities and equipment typically found in
most industries (for example, electrocution). 

Equation 1. Risk equation [17] 
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Specific risks: those associated with handling or using substances that are
considered hazardous due to their properties and nature (for example, toxic or
radioactive substances). 

Major risks: those related to exceptional accidents and situations whose
consequences can be especially severe as large amounts of energy or hazardous
substances may be released during short periods of time. 

Conventional and specific risks usually affect on-site employees. Since these
types of risk are not related to exceptional situations, they are relatively easy to predict 
and can be prevented or mitigated by implementing standard safety measures. However, 
the effects of major risks can cover much greater distances, which means that they can
also affect the external population and are often more difficult to predict and evaluate. As
a result, a set of methodologies has been developed to analyse and quantify such risks. 
These methodologies are referred to collectively as "risk analysis". [17] Figure 8 shows
the common methodologies and steps for risk analysis steps. 

There are also other common hazard evaluation methods such as: 

Figure 8. Risk analysis steps [17] 
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-method (LOPA): a simplified form of quantified
analysis which lies in rigorousness between HAZOP and the more quantitative forms of 
fault & event tree. [15] 

ARAMIS (Accidental Risk Assessment Methodology for IndustrieS): which
combines various well-proven elements of other methods. Its aim is to develop a
European harmonised risk assessment methodology to evaluate the risk level of 
industrial establishments by taking into account the prevention tools implemented by the
operators. Full details of this method can be fined in reference [32]. 

4.5 Scenario selection

Normally the method of risk analysis being used for Land Use Planning purposes
is similar to the ones for plant safety. However, there are some differences that must be

he LUP Guidance to use reference scenarios for the
LUP purposes in the context of Seveso II. It must be noted that in LUP Guidance, 
different scenarion are ranked by likelihood. Obviously, the ones with higher likelihood
should be used for plant safety and lower ones are recommended for Land Use

have the moset severe consequences. 

It would be costly and probably over-ambitious to suggest an assessment based
on a large number of scenarios, therefore the more feasible way is to use a small
number of representative ones. It is up to the individual Member States to enhance the
assessment to a more precise form, but from the experience seen so far a limited
number of scenarios is sufficient.

In the LUP
defined by Equation 1. Top events are usually and mostly loss of containment and
dangerous phenomenon are fire, explosion and toxic release. [15] 

Scenario = Top Event & Dangerous Phenomenon

Equation 2. Scenario selection equation [15] 
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4.6 Mathematical modeling of accidents

Mathematical models are very useful to estimate the effects of accidents. By
using several equations and source term models, the amount of involved material in the
accident or rate of spill/release will be specified and the phenomenon can be described
and predicted. However, As source terms are based on mechanical scinece (heat 
transfer and fluid dynamics), they need the specific or estimated value of temperature, 
pressure and etc. Therefore, regarding the varying conditions during the evolution of 

if a vessel is heated by a
fire, pressure and temperature will probably increase with time and the variation will
depend on the heating rate. The definition of the problem itself creates a further difficulty. 
Consequently, models commonly apply simplifying assumptions and assume standard
initiating events. 

A number of models have been published that describe fires, atmospheric
dispersion and the effects of explosions. Their degree of complexity varies significantly: 
some are very simple, some are more complex and some are very complex. Overly
simplistic models are easy to use but they can sometimes lead to significant errors. In
theory, complex models should provide good results but in practice they often require
information and data which are unavailable. 

Fires are sometimes modelled with the point source model, in which a fire is
represented by a point that irradiates thermal energy in all directions. It is a very simple
model that overestimates the intensity of the thermal radiation close to the fire and
provides overly conservative results. The solid flame model is more complex but provides
relatively accurate descriptions of fires. It assumes that the fire is a solid body which
radiates thermal energy with a certain intensity. It requires only a small amount of data
but cannot produce a very accurate prediction of the shape and size of the flames. In
addition, the emissive power of the flames can be known only approximately. 

In accidents that involve the explosion of a vessel, uncertainty arises from the
lack of information about the energy available to create overpressure. This depends, first 
of all, on the pressure in the vessel just before the explosion, which cannot be predicted: 
the vessel can fail well before the maximum theoretical value is reached if its wall loses
strength as a result of the increased temperature. Furthermore, the energy released by
the explosion depends on the thermodynamic process responsible for the expansion of 
the gas. Finally, a significant and generally unknown- proportion of the explosion energy
is used in the ductile breaking of the vessel and in ejecting the fragments. The existence
of directional effects (higher overpressure in certain directions) can also complicate the
situation. 
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In vapour cloud explosions, the first difficulty is to determine the mass of 
flammable vapour involved in the explosion (only the mixture within the flammability limits
will contribute to the blast). This will depend on the amount of material released, the
evolution of the cloud, the time elapsed between the start of the release and the moment 
of ignition, and the meteorological conditions. In this type of explosion the mechanical
yield is very low-i.e. only a small fraction of the released energy is used in creating the
pressure wave- but it cannot be accurately predicted. Furthermore, it is strongly
influenced by confinement and by the degree of congestion of the air mass through
which the pressure wave moves. 

The atmospheric dispersion can be predicted with a reasonable degree of 
accuracy (for a given source term) in the case of neutral or light substances. However, 
the dispersion of heavier-than-air gases is not yet sufficiently well known and the various
existing models are relatively complex and show significant scattering in their predictions. 

Once the properties of the explosion have been determined vulnerability models
are applied to estimate its effects on people or property. The best way to analyse the
effects of thermal radiation or a dose of a toxicant on people or property is to use probit 
equations. These are expressions that establish the relationship between the magnitude
of an aggressive action and the degree of damage that it causes to the exposed
population. They are relatively reliable for most dangerous phenomena. Tabulated
reference values are commonly used to predict the damage to property (buildings and
equipment). 

Due to the difficulties mentioned above, some authors have suggested adopting
conservative criteria such as high efficiencies in vapour cloud explosions and the
assumption that all the mass in the vapour cloud contributes to the blast. However, these
solutions can lead to overestimates of the distances at which significant effects are
observed or of the magnitude of the effects at a given distance. [17] 

Reference [17] is highly recommended for those who would like to know more
about mathematical modelling of accidents. 
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5. Case studies

There are several industrial accidents have been occured in history. These
accidents varies from a simple incident due to the negligence of a worker to Bhopal
accident which was a tragedical industrial accident. In this article, four following industrial
accidents will be reviewed: 

1) Bhopal, India  
2) Bouncefield, United Kingdom
3) Enschede, Netherlands
4) Toulouse, France

5.1 Bhopal 

At 12:45 on 3 December 1984, a Union Carbide India Limited (UCIL) pesticide
plant in Bhopal, India, leaked 41 tons of the deadly gas methylisocyanate (MIC) which is
considered as the worst industrial accident in the history. None of the six safety systems
designed to contain such a leak were operational, allowing the gas to spread throughout 
the city of Bhopal. Half a million people were exposed to the gas that night and 8-10,000
are believed to have died within 72 hours. Up to 25,000 people are now estimated to
have died as a result of their exposure to MIC.  Today, more than 120,000 people still
suffer from sicknessess caused directly by exposure to MIC or by the following pollution
caused by the UCIL plant site. [1][2][3][4] 

MIC used to be stored in steel tanks in UCIL in order to production of carbamate
pesticide carbaryl. The accident started by entering water into the tank No.610 which
contained MIC. The reaction between water and MIC is exothermic and resulted in
converting MIC to liquid and then vapor MIC. The generated heat caused eruption and
MIC released to the atmosphere. Regarding the fact that MIC is heavier than air, it 
descended on the densely populated areas. The first sign people observed was eye
irritation and choking sensation. Figure 9 shows the victims of disaster who lost their
sight in the Bhopal poison gas tragedy as they sit outside the Union Carbide factory. [1] 
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At UCIL plant, there had been several accidents before the Bhopal disaster in
1984. Obviously these could be considered as warning signs, but unfortunately they were
ignored. There were series of articles in local press cautioning the coming disaster. 
Niether the management nor the civic authorities, however, took any action to prevent 
probable accident. Regarding the statistics, at least 6 serious accidents had happened in
the site in 4 years preceding 1984. One of them occured in 1982 and caused to death of 
one employee. [6] 

The legacy of Bhopal left its impact not only on the policy framework, but also on
aspects such as recommended practices and operation guidelines developed by industry
associations and trade organizations. In the years following Bhopal, a flurry of legal and
regulatory activity began to put into place a nationwide system to prevent the recurrence
of such an incident. The first step was the Environment Protection Act of 1986, which
sought to protect the environment by preventing major incidents. The Act holds the
management of the facility responsible for any violations of the Act. In 1980, the program
now adopted worldwide and known as Responsible Care was developed in Canada by

Figure 9. Victims who lost their sight as they sit outside the Union Carbide factory [5] 
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PA). The United States started its
implementation through the American Chemistry Council (ACC) eight years later, after
the Bhopal incident raised public awareness about the possible impact of the chemical
industry on the environment and neighboring communities." [7] 

5.2 Bouncefield

At around 06.00 on Sunday 11 December 2005, a number of explosions occurred
at Buncefield Oil Storage Depot, Hemel Hempstead, Hertfordshire, United Kingdom. At 
least one of the initial explosions was of massive proportions and there was a large fire, 
which engulfed over 20 large fuel storage tanks over a high proportion of the site. There
were 43 people injured in the incident, but fortunately none of them was seriously. 
However,  Significant damage occurred to both commercial and residential properties in
the vicinity and a large area around the site was evacuated on emergency service
advice. About 2000 people were evacuated. Total damages were of the order of $1.5
billion. Figure 10 shows the Buncefield site on the first day of the fire and Figure 11
shows the damaged site.  

Figure 10. The Bouncefield site on the first day of fire [8] 
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The fire lasted for several days and ruined most of the site and emitting large
clouds of black smoke into the atmosphere. The emergency services led the initial
response to the accident and its immediate consequences. The incident also damaged
nearby, specially the hourses were close to the sire suffered significant structural
damage. several families were living in temporary accommodation while their houses are
repaired. [8] 

Normally when there is a gas cloud ignited withing a confined volume, an
explosion happens. Generally, it lasts until the moment that confininf volume fails. In

confined. 
explain the severity of the bouncefield accident. Thus, we must consider other explosion
mechanisms. There are two knowm mechanisms for generating an explosion in a
relatively unconfined vapor cloud which are deflagration and detonation which must be
described. 

Deflagration: 

When the flame accelerates to high speed, there is a mechanism for generationg the
flame acceleration. It has been observed in large-scale expermints that it can be
provided bt turbulence due to the propagation of explosion through pipework congestion.  

Figure 11. Damaged Bouncefield site [8] 
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In Buncefield accident, there was no pipework congestion and not at all in high pressure
zones. However, trees and undergrowth existed along both sides of Buncefield Lane. 
One of the probabilities is that these played the role of congested pipework in this case. 

Detonation: 

The second probable mechanism is a detonation which can cause much more damages. 
Detonation may arise by having a strong shock wave and fast-mopving chemical
reaction. It must be noted is that detonation can undergo a transition to propagation
faster than the speed of sound and make over-pressure. It may also arise when we have
confined high flame sped deflagartion or even vey strong focused shock wave in a
reactive mixture.  

In Bouncefield case, a probable scenario is that there was initial detonation because of 
an explosion venting because of either of two mentioned explosions (deflagration or
detonation). However, there was no clear evidence of even localized detonation in this
case. [9] 

5.3 Enschede

On Saturday afternoon, May 13th 2000 in Enschede, Netherlands a severe
accident at a fireworks occures which ruined the whole neighbourhood. The firework

and this accident, therefore, caled as Enschede SE
Fireworks disaster. This accident affected about 2 Km2  and 2000 people living in nearby. 
In total 22 people died and 960 were injured. more than 600 houses, 40 shops and 60
small scale factories were also ruined. The cost of the damage was estimated to be more
than half a billion euros.  

The accident began with a small fire which ended in series of explosions and this
disaster. A lot of people gathered in the site after observing the initial fire and this , 
unfortunately, resulted in death of those curious people. However, it saved the lives of 
many other people who would been killed by the destruction of destroyed buildings of the
final explosion.  

Within a short time after the disaste, an independent investigation were undertaken by a
commitee including the national government, Province of Overijssel and the municipality
of Enschede. The final report of this committee published in February 2001 clarified that 
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the company, the local government of Enschede and the national government were all
respnsible for the disaster. Figure 12 shows the disaster and its effects. 

The committee did remarked that more than permitted fireworks were stocked on
the site of company. In addition, the class of majority of these fireworks were heavier
than was allowed by the environmental permits in force. The committee also noticed that 
on the contrary of what was in 1986 local LUP and also 1996 Enschede North LUP rules, 
the company has enlarged without permission and they, therfore, criticized the municipal
administration for its insufficient urban planning and for its absent monitoring of new
developments.  

The national government decided upon a new Decree covering new rules on the
import, storage, production and trading of fireworks. This Decree also stipulates that the

Figure 12. View of the Enschede disaster [10] 
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distance between residential and recreational areas on the one hand, and fireworks
depots on the other, should be at least 800 metres. Such a safety zone should provide
considerable protection. In July 2002 the preliminary decision was made to concentrate
fireworks storage at only two remote sites one in the North and one in the South of the
country. [11] 

5.4 Toulouse

At 10:15 am on 21 September 2001, a huge explosion took place at the Azote de
France (AZF) company in 3 km outside the city of Toulouse in France. The accident 
occured in warehouse  which was between process parts, storage and packaging areas
for Ammonium Nitrate (AN). 3.4 on the Richter scale and
let a crater of 65 m x 54 m x 8 m. Totally over 3000 people injured, 31 people including
21 people on-site and 10 people off-site were killed. The accident damaged more than
500 houses and the total damage estimated to be 3 billion dollars. Figure 13 shows the
AZF chemical plant after the explosion and Figure 14 shows the AZF plant and the
nearby Toulouse city. [12][13] 

Figure 13. View of the AZF chemical plant after the explosion [12] 
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Numerous inquiries have been carried out by different authorities. However, there
is still a conflict on the causes of the disaster among the justice, AZF and the media. 
Surveys show that origin of disaster was neither an explosion which ended in massive
explosion nor a fire. Therefore, the investigations focused on reviewing the role of 
contamination in Ammonium Nitrate decomposition, specially the chemical
incompatibility. Hazardous reactions may take place between AN and products like
halogenated (specially chlorinated) compounds; combustible/organic materials; divided
metals, specially in contact with molten AN. [13] 

AZF disaster spotlighted some deficiencies in LUP and risk control. 
Consequently, the approaches of LUP and risk analysis were entirely revised later on. 
Before that only worst-case scenarios were using without any probablistic estimation. 
However, afterward a new law was adpoted which asked for assessment of all scenarios
and the probability of occurance of hazardous phenomenen in order to reach acceptable
safety level.Thus, nowadays any accident is investigated from a global perspective, 
regarding its probability and magnitude. [12] 

Figure 14. Effects of the AZF plant and nearby Toulouse city [13] 
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In the following days of 21st September, 1570 firemen and militaries, 950
policemen were involved in the emergency response and housing monitoring.
the internal and external emergency plan was not prepated for such disaster and the
mentioned teams had no specific plan. Besides, the phone lines were partly destroyed
and any p Another conclusion is that the Seveso I and
II Directives have their limits which was a shocking surprise for part of the public opinion

Parliament 2 weeks after the Toulouse disaster. They asked, in a context of sustainable
development (safety, employment and environment), for a new risk management. 

AN-based products were classified in Europe, according to the Seveso II 
Directive (96/82/EC) in two different categories depending on the explosion hazards it 
presents (fertiliser and technical grades). The updating of the Seveso II Directive was
adopted in view -

-based composite
fertiliser because of other accidents in EU with self-sustaining decomposition.

AZF disaster and the surveys also showed that people were not efficiently
prepared and informed about the accident and there was lack of transparency on the
accident. Besides, Like all accident a sort of climate against chemical plants spread
(Indirect losses). [13] 
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6. State of the art in EU
In 1982, after the accident of Seveso the Council of ministers approved the

Seveso Directive (Council Directive 82/501/EEC). The aim of Seveso II Directive is to
prevent major accidents which include hazardous materials and also to limit their
consequences in an effective and consistent way. 

MAHB (Major Accident Hazards Bureau) is a specific Unit in the Joint Research
Centre's Institute which aim is to protect and secure the citizen, also technical support 
and service for helping European Union to implement its pollicies in controlling,
preventing and mitigating of major industrial hazards. MAHB services are devided into
two parts: 

I. Services related to Major Accident Reporting System (MARS)

II. Services related to Community Documentation Centre on Industrial Risk (CDCIR)
[25] 

As it explained before, The seveso directive already implemented in many
european states to obligate the members to perform safety studies and competent 
authorities to develop emergency plans and Land Use policies so that protecting public
and environment. Because of the independence of Member States regarding the
implementation of Article 12, historical, geographical, economical, social and political
reasons, each country has its own national methodological and procedural approach for
Land Use Planning and there are significant differences between various countries. 
Moreover, there is no reference to common guiding principles. Thus, the matter of Risk in
LUP has a strongly national character. In this chapter, the state of the art of LUP in EU
will be explained briefly. This overview includes the following countries: France, 
Germany, Italy, Netherlands and United Kingdom. [14][15][18] 

6.1 France

France has a 200 years history in having risk prevention rules related to
hazardous establishments. As it mentioned before, there are two periods of French risk
management: Before and after the AZF disaster. Before 2003, there was no probabilistic
method and worst-case scenario was using only. Nowadays, any incident is investigated
from a global point of view of gravity and probability (will be defined later). During last 
years, prevention of occurance of industrial accidents were followed in 3 aspects: 



44

I. Prevention: Reducing the risk at its source

II. Mitigation: Limiting the effects of an accident 

III. [12][15][19] 

, each safety report must 
includes following steps: 1) Identification hazards 2) Characterisation of main hazards 3)
Reduction of the main hazards 4) Learning from accidents 5) Perliminary risk analysis 6)
Detailed risk analaysis 7) Evaluation of the intensity of dangerous phenomena 8)
Assessment of the probability of dangerous phenomena 9) Determinition of the potential
consequence for people 10) Classification of the scenarios in the national matrix. 

 In order to better understanding, there are some terms used in the French
guidlines which should be described: 

Gravity: 

Combination of two parameters: 

1) Intensity of the effects: For different intensity levels, The effects (thermal, 
overpressure and toxic) on people are categorized in special tables. 

2) Number of people in each hazardous area outside the facility. 

Depending on the number of people in each hazardous area, there are 5 different levels
of gravity in French guidelines: Moderate, Serious, Major, Catastrophic and Disastrous. 

Probability: 

he frequency with which an accident may accour during the lifetime a
facility and it can be assessed qualitavely and quantitavely. As shows, there are
defined grids with different levels of probability. 



45

Bow-ties:  

Bow-tie is developed by Shell and used commonly after 2003. It consists of failure tree
on the left and an events tree on the right. Bow-ties are very useful for communicating
non-expert people and also is very useful to shows the role of safety barriers in
preventing the propagation of initial events.  

Table 5. Different levels of Probability in French guidelines [12] 

Figure 15. An example of Bow-tie [12] 
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Acceptability of the risk:  

In order to investigate the acceptability of a risk, a matrix is defined by French
guidelines. As shows it includes Gravity in one axis and Probabilty in the other
one. For any hazardous phenomena, firstly the Probability and Gravity need to be
defined (as it already explained). Then, regarding the matrix a color which represents the
risk level will be dedicated. 

The red zones obviously belong to unacceptable risks. Therefore, it is forbidden
for all facilities to have hazardous phenomenon in red zones. 
to have more than five hazardous phenomenon in orange area (MMR2). For new

For yellow zones, tor has
Green zone

represents the acceptable risk and that activity is permitted.  

PRPT (Technological risk prevention plans):  

The aim of PRPT is to protect the population, through reducing the risk at its root 
source or adopting measures such as protective measures, construction and land-use
planning measures, restriction on use of land, etc.  It includes assessment and

Table 6. Acceptability matrix [12] 
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priotorizing the risk levels of activities. Each level will be entitled a zone which has its own
rules for LUP and construction. In order to do that, the first step is to define Aleas. Alea
is defined as the probability that a dangerous phenomenon creats effects of a given
intensity, and over a determined period of time at a given point of territory. In orde to do
this, the acceptability matrixes which already explained are being used. After definition of 
aleas, the interaction between aleas and stakes. 
transport infrastructures, 
stakes. This is for protecting people from hazardous phenomenon already described. 
[12] 

Tolerability in France:  

shows the relation
between tolerability approaches and risk management policy in France. 

Endpoint values in France:  

In order to calculate the intensity of phenomenon in France, the adapted values for
endpoints are defined regarding the Table 8. [19] 

Table 7. The generic relation between tolerability approaches and risk management policy [19] 
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Until recently, France has been considered as a typical example of the
consequence-based approach. However, nowadays, France adopted a hybrid approach
that combines a consequence-based approach for determining zones and a risk based
approach for determining accident scenarios which can be both quantitative and also
semi-quantitative probabilistic assessment. [12][16]  

The new approach has 3 main targets: 

Harmonization of different approaches

Using Risk based approaches to complement the Consequences based
approached were using

Controlling LUP and urbanization in the vicinity of hazardous installations [12] 

In the new French ligistlation, the matter of informing to public must be included. 
Regarding this, the creation of CLIC which stands for Lo
around top-tier Seveso sites is allowed. 
and the acceptability of PPRT, the principle of dialogue with local stakehodlers

[19] 

Table 8. Endpoint values adapted in France [19] 
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6.2 Germany

Germany is a federal country consists of 16 States. LUP in Germany is managed
by several rules at federal and state level. Federal law determines the rules for granting
licenses for potentially polluting or hazardous installations or activities. Since the late
1970 suggestions for separation distance were used in Germany in order to prevent 
hazards, pollution and noise in the nighbourhood of industrail plants. In 2005,

a guidance together for seperation distances. In the November
2005, SFK and TAA merged together under the name of Commission on Process Safety
(KAS). These seperation distances people are the only subject to be protected. 

e for using for mixed situations like existing buildings. In
general, in Germany consequence based approach is being used. However, in
exceptional cases other approaches such as risk based or case-by-case are being
applied. -

Tolerability in Germany:  

The SFK/TAA-Recommendations are guidance and the endpoints should be considered
as target criteria. The application is left to the individual State and the executive
authorities at regional and local level, which, where justified, may adopt other values. The
tolerability of risks under the German Major Accident Ordinance is governed by the
concept that zardous activities if they are able
to demonstrate
This is based on technical regulation and expert judgement. This does not however
preclude all and every single accident.

Endpoint values in Germany:  

Table 9 shows the adapted values for endpoints in Germany. [15] 

Table 9. Endpoint values adapted in Germany [15] 
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ZEMA, which stands for Central Reporting and Evaluation Office for Hazardous
Incidents and Incidents in Process Engineering Facilities is a systematic major accident 

Collection, evaluation and forwarding of the messages according to the German
Regulation on Major Accidents (Hazardous Incident Ordinance).

Selection and preparation of the reports of the Federal Government to the
consignment of the European Union after SEVESO-II-directive

Collection and evaluation of comparable international events

Editing annual reports and instant internet publishing

Exchange of lessons learnt with other organisations in charge of evaluating major
accidents. [26] 

Between 1980 and 2010, 569 events were registered in ZEMA database. Figure 16
shows the registered events at ZEMA in the period between 1991 and 2008.[26][27] 

Figure 16. Registered events at ZEMA (1991-2002) [26] 
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6.3 Italy

In Italy, Land Use Planning is based on 4 different stages, regulated by the
National Urban Law, that sets guiding principles and establishes different roles of 
regional, provincial and municipal authorities.  In order to license procedures, regional
authorities are responsible for licensing low-tier establishment. However, for obtaining
building permissions for upper-tire establishments, their operators must hand in a safety
report to the Regtional Technical Committees (CTR) and get their approvement. This
safety report is for both new installations or modification of existing establishments. 

The authority of regions, provinces and municipalities has been progressively
increased. Nowadays, the central government sets general principles and guidelines
implementing European Directives. Regions and provinces also can define their own
statutes and regions even can set their own laws. Table 10 shows the risk and planning
regulation for different stages of Italian system. 

Risk Regulation Planning Regulation

Central 
Government

Transposes the Seveso II Directive by
Legislative Decree 334/99, which LUP
regulation is defined by the MD 9 May
2001

National Urban Law defines principles and
objectives of National interest. The Law must 
be implemented by all the 20 regions and the
2 autonomous provinces. 

Regions Adopt regional laws implementing
national legislation; ensure the
enforcement of procedures and the
assignment of responsibilities. 

Define regional plans that give planning
objectives to provinces and municipalities
and contain specific provisions regarding
matters of regional interest. 

Provinces Within their territorial plans, define

plans. 

Define territorial plans, where goods
subjected to provincial responsibility
(protected areas, transportation routes, etc)
are disciplined; set principles for urban
plans. 

Municipalitie
s

Define the technical paper on LUP, in
which risks connected to establishments
and vulnerable elements are
represented in a common and easy-
reading cartographic base. Land-uses
are disciplined on the base of this
document. 

Define the urban plan on the base of the
directives of given by province and region,
assign property rights, and discipline use
of goods subjected to their responsibility.
The plan is subjected to public
consultation after its publication in the
Official Journal

Table 10. Assignment of responsibilities in the Italian Competent Authorities framework [15] 
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Specific regulations are in place for high standard storages and all other
establishments in which The methodology
integrates probabilistic elements applying an index method which defines the likelihood of 
an accident scenario. Each accidental situation is considered case-by-case and impact 
areas are identified using defined threshold values. Concerning the other dangerous
substances a semi-quantitative approach is used to assess both the frequencies of the
expected events and the deriving effects. The categories of frequencies and effects are
associated with 6 categories of vulnerability, as Table 11 shows. It is classified in
decreasing vulnerable categories from A to F. [15] 

Regarding the Reference [16], in Italian method, frequencies are being
considered as mitigation factor for damge zones, but not for individual and societal risk.
Thereforfe, this approach is recognized as consequence based approach. [16] Thus, we
can say Italy, like France, is one of the countries which are using both Risk based and
consequence based approaches. 

Endpoint values in Italy:  

shows the endpoint values adapted in Italy. 

Tolerability in Italy:  

Both for LPG (Liquefied Petroleum Gas) storages and hazardous substances, the

Besides, the definition of target vulnerability is defined by the rules which says
each urban and natural element that can be involved in an accident. The general criterion
is the one of more or less easy evacuation of the population. criteria are translated in

Table 11. Compatibility matrix in Italy [15] 
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the number of scholars in a school, the number of floors in buildings calculated on the
basis of the index of edification (the rate between m3/m2 [15] 

6.4 The Netherlands

The Netherlands, including 12 Provinces and 480 Municipalities is the most 
densely populated European country and most parts of the country has under-sea level
which increases the probability of flood risks as well. Therefore, the matter of risk is
extremely important in this country.
the use of LPG storages were increasing. The investigations and studies for LPG
storages resulted in developing quantitative assessment approaches based on the
probability of occurance of accidents. [15] 

In the Netherlands, a full Quantitative Risk Assessment is being used The
Seveso II Directive is implemented in the Dutch legislation by the Dutch Major Hazards

Table 12. Endpoint values adapted in Italy [15] 
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Decree (BRZO) and the Dutch Public Safety Decree (BEVI). The BRZO focuses on the
management of hazardous installations. The BEVI instead regards the regulation of land-
uses around hazardous installations, i.e. the external safety regulation. The QRA
approach is being performed for giving permission for the installation of new
establishments and also for modifications of existing situations. The coordination role for
external safety matters has been assigned to the VROM (Spatial Planning, Housing &
Environment Ministry) who decided to establish the External Safety Directorate as
specific implementation body. In Netherlands, generic safety distances, which can be
categorized as sub-category of consequence based approached, are also applicable for
the vicinity of not vey huge and complex industrial establishments.[15][20][21] 

The Dutch external safety policy is based on 3 principles: 

I. Using QRA to define the risks  

II. Adapting individual and societal risk  

III. Acceptability criteria for individual and societal risk [21]  

The Dutch government has defined 18 types of disasters and 13 of them are
allocated to specific locations such as: Accident with Flammable or toxic substances or
explosives, Nuclear accident, aviation accident, accident related to water, traffic on land, 
tunnel accident, collapse of tall buildings, public order disturbance, floods and fire in
nature. [28] 

The 'Purple Book' (Reference [22]) outlines the method to carry out a QRA
calculation in compliance with the regulations in the Netherlands and overviews the
various starting-points and basic data. The Guideline comprises a method to select 
installations to be included in the QRA, a set of default loss of containment events, 
default values to be used in the dispersion and effect calculations, and provides guidance
on presentation of the results. [22] 

In the Netherlands, the decisional process has multi level system engaging with
many institutional competences. The spatial system has 3 stages: National, Provincial
and Municipal. Like most of European planning structures, the government sets up
principlas of spatial planning and the three mentioned levels have independent planning
powers. Provinces has suthority for top-tier Seveso plants and municipalities are
responsible for low-tire plants and Operators whose facility falls
under the Seveso Directive are responsible of the elaboration of a quantitative risk
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assessment (QRA). The supervising authority checks the validity of the analysis, and it is
responsible for acquiring and updating all the information which are necessary to assess
the compliance of the installation with the operational, spatial and environmental legal
requirements.

In the Netherlands, the vulnerability of the engaged environmental elements is
categorized into three levels: high, medium and low. For visualizing the risk of an incident 

-risk contours and particular territorial
context. In order to cover these elements, risk-maps are being used. Provinces are
responsible for risk-maps developments. For setti

is provided by cooperation of all 12 provinces with supplementary risk information about 
flood risks and vulnerable objects and owned by municipalities. Risk-maps are not only

the risk of their living place. In order to have better communication with public, risk-maps
are even available in Internet. Reference [28] is one of the websites provides detailed
information about the risk of different areas in Netherlands by entering the postal code.  
Figure 17 shows an example of Risk-map used in Limburg Province in the Netherlands. 
[20] 

Figure 17. Risk-map of the Province of Limburg in Netherlands [20] 
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Tolerability in Netherlands:  

For Individual risk, the maximum limit for volnurable objects is 10-6 events/year and
between 10-5 and 10-6 will be considered as less volnurable object. In order to calculate
the societal risk, there is no defined limiting value and case by case approach is being
used. [15] 

Endpoint values in Netherlands:  

In the Netherlands, the endpoints are being defined by law. In order to do this, the
judgment use consequence based approaches. [20] 

In order to have easier and more accessible database, the Dutch version of risk
tool SEFETI from DNS software with the name of SEFETI-NL was introduced. The risk
tool SAFETI calculates the individual risk (risk at specific location) and societal risk (risk
to overall population) of accidental releases of toxic or flammable chemicals to the
atmosphere. This calculation includes consequence modelling (discharge and
atmospheric dispersion, toxic effects, flammable effects) and subsequent risk modelling.
A significant number of modifications have been applied to the Dutch version SAFETI-NL
in order to fully comply with the New Dutch Purple Book including risk methodology as

From
July 1, 2009, the new version of SAFETI-NL (version 6.54) is available. [29][30] 

Figure 18 shows a schematic diagram of SAFETI-NL analysis. In order to use
this software, first the user needs to import the map. Then, the nearest Dutch weather
station and surface roughness must be defined. Afterwards, the SAFETI-NL itself will set 
weather parameters like wind speed for both day and night. For any subjected case, the
user must determine rage
conditions (type of material, temperature, pressure and inventory), scenario type
(catastrophic vessel rupture, leak from hole in vessel, line rupture, long pipeline; indoor or
outdoor release) and associated scenario input data. Then, the probability of death for
each event will be calculated.  
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The SAFETI-NL only allows the scenarios from Purple Book (Reference [22]), but 
SAFETI permits wider range of scenarios. By defining the ignition source and population
data, the individual and social risk will be calculated and visualized through risk contours
and F- he risk calculations in SAFETI (and SAFETI-NL) have been
extensively verified against analytical solutions and by other means in order to ensure
that the theory has been implemented correctly for all possible types of combinations of 
flammable and toxic outcomes in conjunction with a wide range of ignition and population
data [29] 

6.5 United Kingdom

In the United Kingdom, since 1972 the Health and Safety Executive (HSE)
advises local Planning Authorities (PA). This advise includes application for development 
in the vicinity of major hazard sites and major accident hazard pipelines. HSE also
advises PAs on applications for Hazardous Substances Consent to create a new major
hazard site, or for Consent to modify an existing major hazard site.  HSE is also
consulted on the routing of new major accident hazard pipelines.  In United Kingdom, the
type of approach depends on the characteristics of stuided case. It can be said that in
gerneral, HSE uses Quantitative Risk Assessment (QRA). [24] 

Figure 18. Schematic diagram of SAFETI-NL analysis [29] 
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For major hazards where toxic or flammable materials exist, Risk based
approach (QRA) is used. However, for thermal radiation and explosions the
consequence based approach is adopted in which safety distances are assessed against 
the receipt of prescribed thermal dose units. [15][23][24] 

Consultation Distance (CD), within which are usually three zones (Inner, Middle and
While the risk based approach is being uses, the

boundaries represent the levels of individual risk as follows:  

I. Inner Zone (IZ): 10 chances per million per year (cpm) or greater individual risk
of dangerous dose or worse

II. Middle Zone (MZ): Between 10 cpm and 1 cpm individual risk of dangerous dose
or worse; and

III. Outer Zone (OZ): Between 1 cpm and 0.3 cpm individual risk of dangerous dose
or worse.

Therefore, it can be said that the Consultation Distance (CD) is defined by an individual
risk of dangerous dose or worse of 0.3 cpm. The results of individual risk are normally
visualized through Risk contours as Figure 19 shows. 

Figure 19. Example of individual risk contours [24] 
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The numerical risk criteria can only be applied where a QRA is undertaken. For
protection based assessment, which relies upon a consequence based assessment, of 
fire and explosion hazards HSE has developed a set of criteria which relate to the nature
of the hazard presented under various different accident scenarios. These criteria define
zones within which the following levels of harm are experienced: 

I. Inner Zone (IZ): exposure to the effects of a major accident would lead to a
significant proportion of the population being fatally injured. 

II. Middle Zone (MZ): exposure to the effects of a major accident would lead to a
very low proportion (a few %) of a normal population being fatally injured. 

III. Outer Zone (OZ): exposure to the effects of a major accident would lead to a very
low proportion (a few %) of a vulnerable population (such as elderly and sick people)
being fatally injured.

Figure 20 shows the endpoints for societal and individual risk criteria in the UK
approaches.  

The HSE advises PAs on applications for the former scheme has been replaced
with a new software called PADHI (Planning Advice for Developments near Hazardous
Installations). PADHI aims to give extensively similar decisions to the previous system
that are consistent across the United. Therefore, it can be said that PADHI is an
improvement, not a replacement, of former system. It should be mentioned that HSE just 

e
permission should be granted or not. However, HSE has the right to appeal to
Government minister in case there is insufficient investigation by PAs. In order to use

Figure 20. Endpoints for Societal and individual risk criteria in the UK approaches [15] 
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location of the proposed development in
relation to the hazardous installation with enough details. PADHI uses a decision table

Table 13. [24][31] 

following items: 

Development within the Development Proximity Zone (DPZ) of large scale petrol
storage sites

Applications for Hazardous Substances Consent 

Notification of Hazardous Pipelines by pipeline operators

Applications for Licensed Explosive Sites

LUP Consultations on applications for developments in the vicinity of Nuclear
Installations or Licensed Explosives sites

Developments near pipelines, where the pipelines have sections with additional
protection measures

Notifications to HSE for other purposes, e.g. of construction work or the
establishment of a factory/workplace and etc. [31] 

Table 13. Advice table in PADHI [24] 
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There are some terms that mostly used in HSE and should be defined: 

Dwelling Units: the smallest individual unit of accommodation e.g. house, 
apartment, caravan. 

Green field site: site to be developed where the current use generally involves
minimal buildings and also does not attract people to it in significant numbers. Typically
agricultural land, but can also be parkland or other open-spaces of a similar nature. 

Pre-Planning Enquiry (PPE): an informal, non-statutory LUP consultation made

a formal planning permission application to the PA. 

Sensitivity level: the scale used in the PADHI system to define the vulnerability of 
a development population to major accident hazards. It is based on pragmatic criteria; 
the type of development, likely numbers present and whether any vulnerable people will
be present. The scale ascends from Level 1 to Level 4: the more vulnerable the
population, the higher the sensitivity level. 

Vulnerable people: people who by virtue of age (children and elderly) and/or ill
health may be particularly susceptible to the effects of a major accident. [31] 

Residual Risk: the risk that remains after the site operator has done all that they
need to do to comply with the law (noting that the law does not require the risks to be
zero). [24] 

For the majority of major hazard s
assessment of individual risk, with case societal risk being addressed semi-quantitatively
by classifying proposed developments into different Sensitivity Levels.  However, there is
a small proportion of major hazard sites where it is the view of Government Ministers that 
the local societal risk has reached a level where it is worthy of explicit consideration
alongside individual risk and case societal risk. Nowadays, the individual risk is widely
established in the United Kingdom. However, despite the fact that societal risk is being
used, but not widely accepted yet and needs more development. 

Figure 21 shows the different steps for giving advice to proposed major hazard
site in the UK. The detailed approach would be different whereby it can be risk or
consequence based. [24] 
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Yes No

Yes No

Yes No

Yes No

Figure 21. Algorithm for giving advice for a proposed major hazard site
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7. Overview and Proposed method

7.1 Overview of current situation

The survey of current practices has shown that all systems at least comprise five
common elements, namely: 

I. Reference scenarios for the calculation of effects  

II.

III. Target vulnerability indicators (e.g. effect endpoints)

IV. Separation distances

V. Technical measures to replace separation distances with respect to certain
principles (feasibility, proportionality etc.) [15] 

As it already explained, there are two main approaches for risk assessment in Europe
and some countries are using the combination of both approaches: 

1) Risk Based (Quantitative, Probabilistic): 

This approach is used in the United Kingdom and in the Netherlands. It also has been
applied in some case studies in Greece.  

2) Consequence Based (Effects Based, Deterministic): 

This approach has been generally used in Finland, Luxembourg, Spain, Belgium and
Austria. The approach of generic safety distance which can be considered as sub-
category of consequence based approach is followed by Germany and Sweden. [16] 

3) Hybrid approach (combination of both): 
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France and Italy are the countries who use the combination of both risk and
consequence based approaches. However, before Toulouse accident France was
considered as one of the typical example of Consequence based approach.  

It must be noted that there are some differences in methods, even between the
countries which use same appraoch. Table 14 shows some of these differences exist 
between different databases used in Europe for QRA.  

Table 15 shows a brief overview of the LUP practices in the European Union in
1999 and Table 16 is the most recent overview in 2010. Comparison of these two tables
clarifies the changes and developments in last decade in European Union.  

Table 14. Probabilities of catastrophic ruptures for three different databases [12] 
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Risk based Consequence based

Austria X

Belgium X

Finland X

France X X

Germany X

Italy X X

Luxembourg X

Table 15. Brief overview of the LUP practices in EU in 1999 [14] 
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Netherlands X

Spain X

Sweden X

United Kingdom X

7.2 S&S method

Although different European countries use different methods and approaches for
safety in Land Use Planning, but by investigating the current situation of member states it 
can be said that all of them are suitably regulated and have their own developed
guidelines in this field. ontrolled by
different methods in different countries. In order to do this, as it explained in former
chapters there are numerous references and guidlines which have been developed. 

rarely been investigated in these regulations. 

Seveso sites also have critical infrastructures that would be suitable for terrorist 

extremely catastrophic as they use radioactivity as a weapon in CBRN (Chemical, 
Biological, Radiological, and Nuclear) field. In safety methods, the worst case scenario is
considered based on likelihood of occurance. The purpose of S&S method is to consider
not only Safety, but also Security and more probable scenarios based on both safety and
security. 

There is no doubt that after the September 11th attack in 2001 ( attack
upon the United States) the matter of protection against terrorist attacks became a new
challenge. This attack which followed by two other terrorist attacks in Madrid (11 March
2004) and London (7 July 2005) showed the threat is being increased and there is critical
need for more protection and regulations against terrorist attacks. Table 17 shows the 5
major terrorist attacks in 21st century. [33] 

Table 16. Brief overview of the LUP practices in EU in 2010
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The terrorist attacks, in general, can be classified into following categories:  

1. Nuclear and Radiological attacks: 

he nuclear and radiological threats are nuclear weapons (existing or improvised), so-

attacks on nuclear power plants and fuel storage facilities. In the case of nuclear power
plants and many other nuclear facilities, these scenarios already exist.

2. Bioterrorism attacks: 

There are two types of biological terrorist threats: (1) communicable infectious agents, 
ut generally

Ebola, and foot-and-mouth disease; an example of the second type is anthrax.

3. Toxic chemicals and explosives: 

Classes of chemicals that have been identified as candidate terrorist weapons are (1)
chemical weapons developed for military applications, (2) toxic industrial chemicals, and
(3) explosives and highly combustible materials. Considerable evidence exists on the
use of explosives and combustible agents to carry out a terrorist attack. Besides the
attacks of 9/11 there have been some 10 major events, and more than 2000 smaller
events against the US that have involved explosives and combustible agents. These
attacks resulted in more than 1000 fatalities and 6000 injur [39] 

Table 17. The five major terrorist attacks in 21st century [37] 
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4. Cyber attack and physical attack on critical infrastructure:  

The concept of critical Infrastructures has been gradually broadened from its

significant military and

impairment could result in detrimental supply shortages, substantial disturbance to public
order or similar d [36] 

In the UK, terrorism has been a serious threat during the past three decades, 
in 2005. Differently, in the recent Dutch history

terrorist attacks have been of scarce impact e of cold war, a
threat posed by group. The

disappearance of these threats led to a significant reduction of security measures in
many companies. After 11 September 2001, the Major Hazard Commission (SFK)
started investigating the methods for protection of chemical and petrochemical plants
againts terrorist attacks and published a guideline in October 2002. [20][33][34] 

consider additional initial events including deliberate attacks. This will modify the results
in some cases and consequently will provide further information about the scenarios
which are not being considered normally. For adding Security considerations to current 

much as possible form existing tools. However, when it comes to security, some parts
needs accurate and detailed studies which must be done by experts. This can be
performed by considering the worst-
approaches, But by considering both safety and security in the approach.  

Major Hazard Commission - SFK (StörFallKommission) in Germany and CCPS
(Centre for Chemical Process Safety) in the United States are two institutes that were
assigned to investigate on the methods for protection industrial plants against terrorist 
attacks. Both SFK and CCPS believe that following characteristics make the palnts
suitable for terrorist attacks:  

An attack would lead to very serious consequences

An attack seems relatively easy to carry out (Vulnerability)
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The plant is particularly attractive due to some special symbolism (attractiveness). 
[33] 

The SFK guideline says that these 3 characteristics should be assessed by a
systematic security analysis. Primarily and necessarily the upper tier establishments
which has larger amounts of dangerous materials and then preferably lower tier
establishments must be considered for mentioned items. The proposed security analysis
has three steps. Figure 22 shows the different steps of security analysis and guidelines
of SFK in order to perform that. [34] 

The hazard analysis is to inspect if a terrorist attack can have critical
cansequences such as a large number of people being affected, dramatic environemntal
effects and etc. Therefore, In order to perform the hazard analysis, an assumption must 
be made which defines the maximum (most horrible) hazards of supposed accident. All

should in principle be available from
the safety reports already prepared under the Seveso II guideline. However, it must be

Figure 22. Security Analysis by SFK [34] 
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largest single quantity of substances as their starting point. It is only then that they will
cover terrorist attack.   

Figure 22, after Hazard analysis the risk analysis must be done which is
defining the following steps: 

The level of threat to the plant 

The vulnerability of sensitive installations in particular

The importance of the plants for the economy of the region

Any possible symbolism of the company

One of the key points in considering the security in S&S method is to identify threats. 
Regarding the reference [39], there are 3 steps for identifying any threat in this field: 

1)

2) Appreciating vulnerabilities

3) [39] 

The definition of Vulnerability easy to attack and can
be attractive and suitable for terrorists. The symbolism of a company is particularly critical
for politically motivated terrorists. This symbolism could be due to the fact that it belongs
to a strategically/politically exposed group of companies, the type of sales links and
activities abroad and the position in society of representatives of the management. 
Therefore, the investigations on the symbolism of a company usually need external
experts, security authorities and etc. However, obviously simple and basic assessments
can be carried out by the management of the company and in case the hazard analysis

Table 18 shows
the examples of petroleum facility assets subject to potential security risk. [34]  
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not normally targets of terrorist attacks. However, An attack to industrial plants can be
easily performed by a fanatic individual and they can be suitable options for such plans. 
An attack to a chemical plant will affect the economy and infrastructures of the affected
country and resulted in a huge panic in public. Considering the former accident which
already described in case studies, demonstrates that chemistry may has potentials which
terrorists are looking for. ETA (Euskadi Ta Askatasuna - Basque Fatherland and Liberty)
which is a radical terrorist group in Basque country in north of Spain is a good example of 
political attacks. ETA belongs to fanatic supporters of independence of Basque country
from Spain and has been attacking several Spanish police headquarters since 1961. 
[33][38] 

If the hazard and threat analysis identify that the plant has the potential for
terrorist attacks, then there is need to do the necessary step. Although the hazard of 
terrorist attack can never be completely ruled o
attacks must be accepted as unavoidable incidents. As it mentioned, the risk of terrorist 
attacks for chemical plants is the threat of individual fanatics rather than major terrorist 
which can only be stopped by measures taken by the state at final. In order to use

Table 18. Examples of petroleum facility assets subject to
potential security risk [35] 
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CCPS to use conventional security measures which already exist.  

There is no doubt that Analyzing a terrorist attack is much more complicated than
analyzing the risk of a fixed system. Although the system which is under attack is also

accidents and external events, 
such as fires, severe storms, earthquakes, aircraft impacts, sabotage, and, of course, 
terrorism. There are three main differences between terrorist risks and safety risks
which must be considered:   

I. The terrorist risks are adaptive which the reallocation of risk to other
systems or areas must be considered in deciding on risk management actions

II.

III. ome risk management measures for terrorist risks imply a reduction in civil
liberties in ways that risk management for safety risks generally does not. For
example, targeted screening at airport security check points based on personal
characteristics and data mining of intercepted phone calls and email messages
impose certain losses of liberties [39][40] 

It is also recommended to apply 5 steps QRA approach to counter a terrorist attack as
follows: 

1) Intelligence gathering (intentions and capabilities of terrorists)

2) Information processing (threats and vulnerabilities). 

3) Identification, analysis, and development of the most likely terrorist attack
scenarios, including their consequences (based on the evidence from Steps 1 and 2). 

4) Decision-making on actions to combat terrorist attacks. 

5) Implementation of actions.

The intelligence gathering should be performed from different sources and then
quantitative, numerical form suitable for modeling the basis for

understanding risks is supporting evidence. It can be done by answering the question: 
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which threats are considered as the most serious ones and what is the supporting
evidence for those threats?

Regarding quantifying the threat of a terrorist attack, the different levels of 
uncertainty about the likelihood of that threat must be considered. Quantification of 

A
mathematical parameter that has been successfully used to represent the likelihood of 
rare and uncertain events is been
effectively used in quantitative risk assessments having the same circumstances found in
threat assessment There are numerous points that must be considered in converting
limited information to quantifiable parameters. The most important of them are: 

I. Most importantly, to accept uncertainty as an elemental part of the analysis.  

II.
involves.  

III. Applying a well ordered process for recognizing, building and prioritizing threat
scenarios. [39] 

Figure 23 shows how threat assessment and vulnerability assessment are linked to
create a representation of the integrated attack scenario. 
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7.3 Conclusion and future work

To sum up, after investigating the different methods exist in different European
countries, it can be said that all member states use one of Risk or Consequence based
approaches or the hybrid combination of these two. However, the author believes that 
t Figure 24
shows the different areas that proposed method (S&S method) is associated with. 
Obviously, in this method both Safety and Security are referred to industrial plants. 

Figure 23. The concept of an integrated threat and vulnerability risk assessment [39] 
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There are already bilateral relations between any two of these three areas. When
it comes to LUP and Safety, all member states have their developed regulations under
regarding the article 12 of Directive Seveso II. For Safety and Security, there are some
authorities like SFK in Germany and CCPS in the United States that already published
guidelines for considering the security in safety of industrial plants. For LUP and Security,
there are not many security considerations. However, some general and applicable
security recommendations exist. Nevertheless, there is no specific method which
considers the security and safety for LUP in vicinity of industrial plants.  

Linking between different areas of science is normally a difficult task which
requires knowledge in all involved area. In order to do an appropriate and applicable
linkage, feedbacks and ideas of different experts and think tanks must be noted. The
main idea of author for the proposed method is not to invent new methods, but to use
existing tools which already confirmed and used in any of engaged areas.  

By investigating pioneer European countries and their regulations for LUP in
vicinity of industrial plants, it observed that four of them (France, Italy, The Netherlands
and The United Kingdom) are using Risk Based approach in particular or in combination
with Consequence based approach. Performed case studies, especially Toulouse
disaster, proved that the worst-
assure the safety of plant and its surrounding. Therefore, an approach with considering
the worst-scenario is recommended. This approach not only considers the safety matter, 
but as it explained the security of plant and the probability of being attacked should be
considered. For adding the security to initial event, the guidelines by SFK (In Germany)
and CCPS (In United States) can be applied as it fully explained before. 

Figure 24. Different areas that S&S method is associated with
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