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A B S T R A C T

IRATI is a open source implementation of RINA for OS/Linux systems that allows researchers and innovators
to experiment with RINA networks. RINA is a new Internetwork architecture that supports without the need
of extra mechanisms mobility, multi-homing and Quality of Service, provides a secure and configurable
environment and allows for a seamless adoption. IRATI implements the core RINA protocols and multiple
policies to customize such protocols to different environments. Policies can be developed via a Software
Development Kit (SDK). IRATI provides an API for applications to natively use RINA IPC services, as well
as multiple monitoring utilities and example applications.
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RINA overview

During the last decade research funding bodies have allocated
money to fund ‘‘Future Internet’’ [1] or ‘‘Clean-slate’’ designs that
could reduce network complexity by redesigning the network protocol
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architecture, questioning some of its key principles. Industry groups
such as the ETSI ISG NGP [2] are looking at alternatives to the current
‘‘TCP/IP’’ protocol suite. However, few initiatives have really been
able to ‘‘clean the slate’’ and question the core model and underlying
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principles of current Internet protocols. Of those who have done it,
RINA – the Recursive InterNetwork Architecture [3,4] – is probably
the simplest yet most general solution.

RINA goes back to the early days of network research, in which
operating systems and distributed applications were the model for
thinking about packet networks. Networking was seen as the enabler
of distributed computing. Hence the main function of networks was to
communicate applications, not devices. RINA builds on the premise that
networking is Inter-Process Communication (IPC) and only IPC, to pro-
vide a framework that reconstructs the overall structure of the Internet,
forming a model that comprises a single repeating layer, the DIF (Dis-
tributed IPC Facility), which is the minimal set of components required
to allow distributed IPC between application processes (Fig. 1). RINA
supports without the need of extra mechanisms mobility [5], multi-
homing [6] and Quality of Service, provides a secure and configurable
environment [7], motivates for a more competitive marketplace and
allows for a seamless adoption.

To date RINA is the only initiative that is proposing a network
architecture that can be applied from the application layer down to
the physical wire, fixing the shortcomings of current network archi-
tectures [8] while at the same time pursuing a minimalistic approach
and theory of operation. RINA is based on a single type of repeating
layer – the DIF – that features two core protocol frameworks (one for
data transfer and another one for layer management) [2] which can
be customized via policies to any type of networking environment [9].
The advantages of RINA have been published in a number of industry
reports [2] and scientific papers. Such advantages include:

• Drastic simplification of the network architecture, minimizing the
number of protocols required to build and operate networks [2,
10,11]; thus minimizing both capital and operational expendi-
tures.

• Greatly simplifies the management of multi-homing and dis-
tributed mobility [5], and enables dynamic network renumbering
without impacting existing flows [6].

• Provides a greater level of network security at a lower cost
compared to current TCP/IP-based networks [7], with greater
flexibility and reusability of security policies [12].

• Provides better performance through and effective framework for
dealing with congestion management [13], resource allocation
and Quality of Service [14] at any network scale.

• Can be deployed over, below, or next to existing network tech-
nologies and protocols [2], thus supporting both greenfield and
brownfield network deployments [15–17].

Why IRATI?

RINA is a very promising, radically simple network architecture that
solves many of the shortcomings of current communications networks,
but:

• The core RINA specifications are not one hundred percent ready
to use in operational scenarios. There is a need for implementing
such specifications, so that they can be debugged and completed.

• Theoretical properties of RINA networks have to be validated via
experimental results in a variety of platforms.

• More researchers need to be involved in RINA research and
development activities, to create a critical mass that can explore
the multiple benefits of RINA in different networking areas and
raise the interest of industry. To facilitate this a number of open
source RINA implementations and tools need to be developed, so
that it becomes easier to start experimenting with RINA networks.

• In order to open a market for RINA-based products and solutions,
there is a need to lower the risk of RINA technology adoption,
facilitating the process of designing and building products and
services that leverage RINA.

Hence, developing a RINA implementation from scratch before IRATI
was a difficult task, that could be summarized in two main issues. The
first one was the lack of completeness of many RINA specifications,
especially those related to RINA’s data transfer protocol (called EFCP,
Error and Flow Control Protocol). A RINA implementer had to work out
with researchers to find out ways to fill in the gaps in the specifications.
The second obstacle for a generic, extensible RINA implementation was
the nature of RINA per se: since it is a new architecture that addresses
all aspects of networking, developing the base system framework re-
quires a significant number of resources (in contrast to networking
projects that just extend the TCP/IP protocol suite).

The IRATI RINA implementation [18] is designed to address the
problems described by the previous bullet points. IRATI has received
the support of the European Commission FP7 and H2020 research
funding programs, under the umbrella of three projects:

• FP7 IRATI (2013–2014), Investigating RINA as an Alternative
to TCP/IP [19]. FP7 IRATI funded the initial development of
the IRATI RINA implementation, as well as initial results on
experimentation with RINA in the enterprise VPN space.

• FP7 PRISTINE (2014–2016), Programmability in RINA for Euro-
pean Supremacy of Virtualized Networks [20]. The project funded
the design and development of a Software Development Kit (SDK)
to facilitate programmability of policies for different DIFs using
the IRATI RINA implementation. It also carried out experimental
activities in the areas of datacentre networking, global network
overlays and Network Function Virtualisation (NFV).

• H2020 ARCFIRE (2016–2018), Large Scale RINA benchmark on
FIRE [21]. ARCFIRE provided funding to enhance the usability
and maturity of IRATI, making it easier to use for other re-
searchers as well as industry innovators. Experimentation with
IRATI focused on RINA for 5G networks, analysing the benefits in
network management, resiliency, quality of service, renumbering
and mobility.

The work carried out in these projects led to a general-purpose, open-
source, comprehensive RINA implementation that provides a worked
example of how a RINA system can be implemented for Linux hosts. Its
open-source nature allows the reuse of some of its software modules for
other implementations. In the course of developing IRATI, most of the
critical gaps in the core RINA specifications were completed, drastically
facilitating the development of alternative implementations. Moreover,
a number of auxiliary tools that facilitate the deployment and testing
of RINA implementations were developed as companion projects to
IRATI. Examples of these tools are configurators [22], management and
orchestration systems for RINA networks [23], or applications ported
to the RINA API [24].

What does IRATI do?

IRATI allows a Linux device to behave as a RINA-enabled host or
as a RINA software router, enabling a large variety of experimental
scenarios. IRATI implements the core protocols of RINA and a num-
ber of policies that allow researchers to try different approaches to
authentication, encryption, access control, routing, congestion control,
forwarding or scheduling. A whole list of the policies already supported
by IRATI and its configuration details can be found at [25]. In addition
to this, new policies can be easily implemented and deployed via a
Software Development Kit (SDK) described in [9].

With IRATI, researchers and innovators can try RINA experiments
over Ethernet (with or without VLANs), WiFi, UDP, TCP and shared
memory between KVM/QEMU and Xen Virtual Machines and their
hosts [26]. It is also possible to deploy IP over RINA [16], enabling
scenarios where RINA is used as a transport solution for IP traffic.
The tools shipped by IRATI allow monitoring a number of metrics to
characterize the behaviour of RINA flows, such as goodput, delay or
packet loss. In addition to the information exported via sysfs and the
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Fig. 1. Layer structure in RINA and functions of an IPC Process (IPCP).

remote management capabilities available via the Management Agent,
IRATI provides a local text console to facilitate system administration
of a local RINA instantiation.

The typical workflow of a RINA experiment using IRATI is the
following. First the experimenter decides what is the design of the
RINA network: how many nodes, how many DIFs (layers), which is
the connectivity graph of each DIF, which are the policies of each DIF
at each node and which applications will be deployed at each node.
Once the design is ready, it needs to be translated to a configuration
for each node. Next, assuming the IRATI software is already installed
at each node and the proper configuration is in place, the software is
instantiated, the different DIFs are put in place and experimentation
can begin. The IRATI tutorials available at [27] provide detailed step-
by-step guides of different experimental scenarios. Since carrying out
these procedures manually is tedious and error-prone, a number of
open-source tools to automate them have been developed; mainly the
demonstrator [22] and Rumba [23,28]. ARCFIRE’s deliverable 4.4 [29]
report provides detailed information on how to use such tools to carry
out large-scale RINA experiments using IRATI.

IRATI impact

In addition to the projects that have contributed to the develop-
ment of IRATI (IRATI, PRISTINE, ARCFIRE), the ERASER [30] and
OCARINA [31] projects are also using it to carry out their RINA-based
research and development activities. The RINArmenia initiative [32]
is evaluating the use of IRATI as a basis of the experimental part of
their program. Moreover, IRATI has also been used by networking
companies [17] to carry out Proof of Concept demonstrations of RINA
in industry fora.

Moreover IRATI has also facilitated the development of other RINA
implementations that have leveraged from the lessons learned by
IRATI, such as: rlite [33] a lightweight RINA implementation that
targets constrained environments such as IoT devices; or RINAsim [34],
an OMNeT++ framework for simulating RINA networks.

Last but not least, IRATI has contributed to pushing the profile of
RINA in standardization bodies, raising the interest of network oper-
ators in the technology. The improved RINA specifications to which

IRATI development has heavily contributed are now under the proce-
dure or ISO standardization within ISO SC6 WG7 [35–39]. Multiple
RINA demonstrations using IRATI have been carried out as part of
ETSI ISG Next Generation Protocols (NGP) group, crystallizing in a join
ETSI publication with the European network operators Telefonica and
Vodafone [2]. Ciena (a network equipment vendor) and BT (another
network operator) carried out a public demonstration of RINA as a
network slicint solution using IRATI at the Telecom Infra Project (TIP)
Summit [17].

All in all has resulted in the following 12 scientific publications:

• The software architecture and main design choices of IRATI are
explained in [40], while an initial performance evaluation is
carried out in [41].

• A study that uses IRATI to demonstrate how RINA simplifies
virtual machine networking is published in [26].

• [10] analyses how RINA reduces the cost of network manage-
ment, analysing a datacentre configuration.

• The work in [7] illustrates the benefits of RINA for network secu-
rity, showing how security policies can be designed implemented
and deployed using IRATI.

• Programmability of RINA networks is explored in [9], describing
the design of the IRATI’s SDK and its application to develop
congestion control and routing policies.

• RINA’s flexibility for defining access control policies is reported
in [12], backed up by experimental results using IRATI with a
capability-based access control policy.

• The work in [6] demonstrates that network renumbering can be
done in a fully automated fashion in RINA networks, without
causing any impact to running flows.

• [5] experimentally verifies the RINA properties for mobility man-
agement, by carrying out a deployment of RINA over WiFi using
IRATI.

• [14] reports about large scale experiments with IRATI to deliver
differential Quality of Service to different types of applications,
guaranteeing upper bounds on latency and delay on saturation.

• The work in [42] compares the overhead in joining the network
and allocating a flow to an application for both RINA and TCP/IP,
using IRATI for the experimental research.
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• [43] describes the IRATI implementation of EFCP, the data trans-
fer protocol framework of RINA.

• Finally, [15] documents a use case of RINA as a virtual network-
ing solution, with a PoC of IRATI running as a Virtual Network
Function on the equipment of a network vendor (Ciena).

The IRATI software has been instrumental in advancing the state of
the art of RINA, the Recursive InterNetwork Architecture. The software
project has fulfilled its goals of (i) becoming a platform for enhancing
and completing the core RINA specifications; (ii) lowering the barriers
of entry for researchers wanting to get involved in RINA R&D activities
and (iii) enabling RINA PoCs with multiple industries. Moreover, IRATI
has enlarged the community of individuals and organizations interested
in RINA experimentation and deployment. IRATI has also served as
a catalyst and source of experience for other RINA implementations,
enriching the overall ecosystem.
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